Iv.

TERMS OF REFERENCE

PROCUREMENT OF PUBLIC CLOUD SERVICES

Procurement Objective

The Maritime Industry Authority (MARINA) intends to procure public cloud
services from a competent and reputable Cloud Service Provider (CSP) which
shall be used for the deployment of other back-end systems of the System
Integration Component of the Project.

. Approved Budget for the Contract (ABC)

MARINA, through the 2022 GAA Fund, intends to apply the sum of Five Million
Pesos (P 5,000,000.00) being the Approved Budget for the Contract (ABC) to
payments under the contract for Procurement of Pubic Cloud Services for the
MARINA Integrated Seafarer Management Online (MISMO) System Integration
Cloud Infrastructure Hosting Services. The ABC is the total budget allocated for
the duration of the contract which is twelve (12) months with option to renew,
provided the Services rendered are of acceptable quality and cost-beneficial to
MARINA, as per Guidelines and Policy of the Government Procurement Policy
Board (GPPB) for the Procurement of Water, Electricity, Telecommunications
and Internet Service Providers (WETI).

Bids received in excess of the ABC shall be automatically rejected at the opening
of the financial proposals.

Contract Duration

The initial engagement duration shall be for ten (10) months, upon full activation
of the procured instances and shall likewise cover the connectivity service, Public
IP and Technical Support Services.

Scope of Work

1 The Service Cloud Provider will be responsible in provisioning required com-

pute infrastructure (virtual machines/server, storage etc.)

2 The Service Cloud Provider should provide a support and maintenance for 10

months must include communication media such as but not limited to tele-
phone, chat, email and remotesupport.

V. Technical Specifications & Requirements

1.

The cloud provider should offer a service to protect from common, most
frequently occurring network and transport layer distributed denial of service
(DDoS) attacks.
The cloud provider should comply with the following standards:

a. 1ISO 9001

b. ISO 27001
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12.

13.

14.

15.

c. ISO 27017
d. ISO 27018
e. SOC1
f. SOC2

The account ownership and its related services shall belong to MARINA.
Access rights may be given to third party vendor(s), as deemed necessary, to
perform any services related to the project. MARINA however shall have the
right and ability to revoke said rights at any given time from the root account.
The Service Cloud provider shall provide, as part of the subscribed services,
8x5 Technical Support to all instances and resources subscribed by MARINA.
Support services mustinclude communication mediums such as but not limited
to telephone, chat, email, live screen sharing and the likes with response time
of at least 2 hours from support ticket logging.
Shall Provide an interactive Graphical User Interface (GUI) with 2-Factor
Authentication that allows user to manage all hosting service instantly and
securely.
Must have the capability to deploy a scalable and Multi-AZ. Intent is to prevent
single points of failure which may be caused by all forms of natural disasters,
outages and other occurrences that may disrupt normal operations.
The cloud provider should implement a concept of domains or zones, where
multiple data centers are grouped through a low-latency network to provide a
higher degree of high-availability and fault tolerance.
The cloud provider should have regional presence in the following
geographies:

o North America

o Europe/Middle East/Africa

o South America

o Asia Pacific
The cloud provider should have domains or zones with data centers that are
located physically apart to support redundancy, high-availability, and low
latency.
The cloud provider should offer data centers engineered to be isolated from
failures in other data centers, with redundant power, cooling, and networking.
The cloud provider is capable of offering data replication across data centers
within a domain or zone with automatic failover.
Must have the ability to provide a managed relational database service which
can be integrated with any chosen software solutions. This managed relational
database will enable the user administrators to optimize time by “outsourcing” the
OS patching.
Must provide a self-service portal which acts as a graphical user interface
accessible over the web that will allow cloud administrators and users to
conveniently access, provision, modify, and automate subscribed cloud -based
resources.
Must Provide a dashboard for cloud administrators which shall provide an
overall view of the size and status of the subscribed Cloud Environment.
Shall provide performance monitoring capabilities for processor, memory, disk
usage, and network utilization.

15.1 Shall provide and actively capture performance-related
information of Cloud Environment services orresources.



15.2 Must have the ability to send customizable email notifications
to administrations based on threshold alarms.

15.3 Must have the ability to capture initial performance baseline
which can be used to analyze the variation in performance of
the services.

15.4 The collected performance metrics or logs shall be made
available to the end-user administrator through the self-service
portal. The performance metrics shall be presented in a unified
manner with appropriate visualization.

16. Isolated Private Network and Private Cloud Options:

16.1 All cloud instances and services must be hosted within an
isolated private network or virtual private cloud that can support
up to 600GB per month data transfer out from the cloud.

16.2 The Service Provider must have the ability/option to provide
dedicated virtual machines and hosts should MARINA decides
the need for it.

16.3 Must be able to support|Pv6 Protocol.

17. The PROVIDER must be able to engage in an On-Demand or Pay-per-Use
Model where MARINA will pay based on usage and not based on reserved
instances.

18. Data Sovereignty

18.1 MARINA subject to conditions prescribed by the Law of the
Republic of the Philippines with regards to data residency and
sovereignty laws, retains control and ownership of all data
stored or processed during the subscription period.

18.2 All MARINA Data stored in the Cloud shall be the sole property
of MARINA. This data can be retrieved anytime upon request of
MARINA and has the sole right and authority to copy, move,
delete, or transfer it to other locations.

18.3 The PROVIDER must agree and ensure that the data stored in
an agreed location will remain within it and will not be transferred
without the knowledge of MARINA.

19. To guarantee government regarding with the reliability of the Cloud Solution
being offered, the Cloud Service Provider must be a leader in Gartner’s laaS

Magic Quadrant for at least three (3) consecutive years.

20. MARINA requires the Cloud Service Provider as a recognized “Leader” in
Gartner's Infrastructure-as-a Service (laaS) Magic Quadrant for at least three
(3) consecutive years and is still recognized as a “Leader” at the same yearof

MARINA'’s procurement of the saidservice.
20.1 Compute and Storage Sizing Requirements

20.1.1 MARINA shall engage the PROVIDER on an On-Demand
or Pay-per-Use model. As such, the sizing requirements
stated herein shall be the initial set of resources to be sub-

scribed by MARINA.



20.1.2 The initial sizing required is tabulated below:

Item Server Name DA‘:)SS;;:;?;:) ':‘/ Instance Type EBS Volume 0S
EC2 APl 1 PHP/LARAVEL mb5.xlarge 200 GIG LINUX AMI 2
EC2 AP| 2 PHP/LARAVEL mb5.xlarge 200 GIG LINUX AMI 2
EC2 API 3 PHP/LARAVEL mb5.xlarge 201 GIG LINUX AMI 2
EC2 APl 4 PHP/LARAVEL mb5.xlarge 202 GIG LINUX AMI 2
EC2 API 5 PHP/LARAVEL mb5.xlarge 203 GIG LINUX AMI 2
EC2 APl 6 PHP/LARAVEL mb5.xlarge 204 GIG LINUX AMI 2
EE2 APl 7 PHP/LARAVEL mb5.xlarge 205 GIG LINUX AMI 2
EC2 FE SITE REACTIS mb.large 206 GIG LINUX AMI 2
EC2 FE SITE REACTIS mb5.large 207 GIG LINUX AMI 2
EC2 FE CORE REACTIS mb5.large 208 GIG LINUX AMI 2
EC2 FE CORE REACTIS mb.large 209 GIG LINUX AMI 2
RDS DATA BASE MysQL db.r5.xlarge 178 N/A
RDS ELASTIC SEARCH | ELASTICSEARCH | m4.large 500 GIG LINUX AMI 2
EC2 Bastion Server | Bastion Server | T3.Medium 100GB Windows

20.2 Infrastructure Security Requirements
20.2.1 Web Application Firewall (WAF)

20.2.1.1 Requires web application protection from attacks by
enabling configure rules that wil allow, block, or
monitor and quantify web requests based on defined
conditions. These conditions include IP addresses,
HTTP headers, HTTP body, URI strings, SQL injection
and cross-site scripting.

20.2.1.2 Must protect websites from common attack techniques
like SQL injection and Cross-Site Scripting (XSS).

20.2.2 File System Storage

20.2.2.1 A fully managed service that provides cost-effective,
high-, performance scalable storage for compute
workloads.

20.2.2.2 Offers sub-millisecond latencies, up to hundreds of
gigabytes per second of throughput, and millions of
IOPS.

20.2.2.3 Capable of accessing and processing data concurrently
from both a high-performance file system and from the
API.

20.2.3 Cloud Distributed Denial of Service (DDoS) Protection

20.2.3.1 Must provide fast, reliable and efficient Content
Delivery Network (CDN) service that securely
delivers data, applications, and APIs with low latency
and high transfer speeds, providing an additional







