
TERMS OF REFERENCE

PROCUREMENT OF VARtOUS tMFORNtATtON AMD COMNtUNtCATtONS
TECHNOLOGY tK,T) EQUIPMENT

FOR THE MARITIME INDUSTRY AUTHORITY (MARINA)

A. Background

The Maritime Industry Authority (MARINA) is a government agency
established pursuant to PresidenHal Decree No. 474 and attached to the
Department of Transportation (D(>Tr). In cx)mplianee with the Republic Aet No.
9184 known as the “Government Proeurement Reform Ac:t”, MARINA will be
procuring ICT equipment for the official use in the MARINA Central Office and
MARINA Regional Offices.

B. Objective

To procure various branded and new ICT equipment that can assist MARiNA
employees tn +nereasing the effteieney and speed of the process and other
official use in the MARINA Central Office and MARINA Regional Offices.

C. Approved Budget for the Contract (ABC)

The Approved Budget for the Contract (ABC) is One Hundted Thirty Four
Million Pesos (Php 134,000,000.00), inclusive of VAT and other applicable
government taxes to be charged against the National Expenditure Program FY
2024

D, Mode of Procurement

Bidding will be conducted through open cornpetitive bidding procedures using
a non-discretionary “pass/fail” criterion as specified in the 2016 revised
Implementing Rules and Regulations (IRFt) of Republic Act (RA) No. 91 84.

E. ETigR)nty Requirements

1} Class “A” Documents

Legal Documents

1.1 Registration certificate from SEC, Department of Trade and Industry WI)
for soteproprtetorshtp, or CDA for eooperattves.
1.2 Mayor’s/Business permit issued by the eity or municipality where the

principal place of business of the prospective bidder is located, or the
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equivalent document fdr Fxclusive Economic Zones or Areas' A recently
expired Mayor’s/Business permit together with the official receipt as proof that
the prospective bidder has applied for renewal within the period prescribed by
the concerned local government unit, shall be accepted by the PhiIGEPS for
the purpose of updating the PhitGEPS Certificate of Registration and
MembeFship in aceor{lance with Section 8.5.2 of the 2016 Revised IRR of RA
9184
1.3 Tax clearance per E.O. 398, s. 2005, as finally reviewed and approved by

the Bureau of Internal Revenue (BIR). Technical Documents

Technicat Documents
t.4 Statement of the bidder of aN its ongoing governnlent and private

contracts, including contracts awarded but not yet started, if any, whether
similar or not similar in nature and complexity to the contract to be bid.
1.5 Staternent of the bidder’s Single Largest Completed Contract (SLCC)
similar to the contract to be bid, except under conditions provided for in
Sections 23.4.1.3 and 23.4.2.4 of the 2016 Revised [RR of RA 9184, wtthin
the relevant period as provided in the Bidding Doewr+ents in the case of
Goods_

(For this purpose, contracts similar to the Project shaH be:
a. Supply and delivery of ICT Equipment
b. Completed within Three (3) years prior to the deadline for the
submission and receipt of bids)

Financial Documents
1.6 The bidder's audited financial statements, showing, among others, the
bidder’s total and current assets and liabilities, stamped “received” by the BIR
or its duly accredited and authorized institutions, for the precedIng calendar
year which shoutd nat be eartter than two (2)years fran the date of bid
submission
1.7 The bidder’s computation of Net Financial Contracting' CapacIty (NFCC).
However, in the case of procurement of Goods, a bidder may submit a
committed Line of Credit from a Universal or Commercial Bank, in lieu of its
NFCC computation.

In Reu of the C+ass “A” eM>My documents mentioned under Section 8.5.2 of
the 2016 Revised IRR of RA 9184, the Bidder shall only submit a valid and
updated PhtIGEPS Certificate of Registration and Membership in accordanee
with Section 8.5.2 of this JRR for purposes of determining eligibility

2.Class W’ t)ocul11e11t

For Goods, valid joint venture agreement (JVA), in case the Joint venture is
already in existence. In the absence of a JVA, duly notarized statements from
all the potential joint venture partners should be included in the bid, stating
that they wiTT enter Fnto and abide by the provisions of the JVA in the event
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that the bid is successflll_ Failllre to enter into a joint venture in the event of a
contract award shall be ground for the forfeiture of the bid security.

Each partner of the joint venture shall submit their respective PhiIGEPS
CertifIcates of Registration in accordance with Section 8.5.2 of the 20t6
Revised l+tR of RA 91 M. The submission of techniea+ and financial eW#ty
ciocurnents by any of the joint venture partners constitutes comp[lance:
Provided, That the partner responsible to submit the NFCC shall likewise
submit the Statement of all of its ongoing contracts and Audited Financial
Statements.

F. MARWA Requirements

In addition to the mandated requirements under RA 9184 and its tRR, the
bidders must comply with the MARINA requirements, as follows:

1

2.

3.

Bidders must be in the ICT business for at least ten (10) years.
The brand of the servers, desktops, and laptops must be Energy Star
compliant,
The supplier must be an authorized resetter of the servers, desktop, and
laptop brands being oHred and must submit a certification from the
manufacturer . (to be submitted as part of the bid)
Bidders must have regional presence for desktop and laptop (items 7 to 5
of the deliverables) and must submit a list of their Authorized Repair
Sewiee Centers in aN Fegions with the address and nan+e of the contact
person. (to be submitted as part of the bid).
• MRO I and Il – La Union

4.

e MRO IV – Batangas
MRO V – Legaspi
MRO Vb Waito

•

+

• MRO VEI- Cebu
• MRO VIII- Tacloban
e MRO IX- Zamboanga

MRO X- Cagayan de Oro•

@ MR(> Xt- Davao
• MRO XII- General Santos
• MRO Xlll-Butuan
• Where there is none in a region, indicate the nearest Service Center in

the adjoining region
The memorandum of agreement, contract, or memorandum of
understanding of the bidder and their authorized repair/service center in
all regions must be submitted as part of the bid.
The bidder must provide a certificate from the manufacturer that the

5

6
Operating System installed is Genuine OS
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G. Deliverables and Technical Specifications

Item Unit

W.
pcs

pcs

Description Quantity

31AH-+rhOne Desktop

2

3

Desktop 750

5High-end Desktop for Production
(Video and Graphics Design)

4

5

6

7

8

9

10

11

12

pcs.

W.
Laptop 62

3Laptop far Production (Video and
Graphic,Des@>

pcs. Laptop (For Division Chiefs and
Directors}

66

10

60

5

8

1

1

pcs

pcs

ms

Laptop (For Programmers)

Tablet (For Engineers)

Tab+et (For ToMeve+
Executives)

pcs.

Package

PC

Server

Hyper Converged Infrastructure
SoTutTon

Firewall Security Appliance

Betow are the minimum specifications of the Thirty-One (&t)
Desktop to be proewed:

Processor : Core i7 13700 2.4 GHz, 14C 20T
Memory: 16 GB DDR5 5200 SODIMM
Graphics: Integrated Graphics
Storage: T TB SSD M.2 2280 PCIe Gen4 TLC C)paT
Disp+ay Type: rnust be a 23.8” FHD, AnH43+arq250NKs
Integlated Ethernet
5M Camera BK
Dual Microphone
2x3 Internal Speaker
Monitor Stand BK
HDMI port
Parts:
1 USB-C 2.0 (supports data transfer, Power Delivery 3.0)
1 USB 2.0

Att-tn-One
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2 USB-C 32 Gen 2
1 USB 3.2 Gen 2(Supports Smart Power-On)
1 HDMFin 1.4
1 HDMI-out 2.1 TMDS
I headphone/microphone combo Jack
USB Keyboard Black
USB Mouse Black
Intel Wi-FI 6 AX201 2x2 AX & Bluetooth 5.1
Must have recovery capability in a separate partition
Must provide recovery CD/DVD (Operating System, Drivers, and other
necessary recovery instaiters used)
Must have F11 key or ecBiva+ent access to System Recovery
Components (CPU, Keyboard, Mouse, Monitor) should be of the same
brand
Format hard disk in the manner of 40% for the system disk and 6C>% data
disk
With 650VA UPS
With }nstaHed Licensed MS Office Horne and Business Edition 2821
With installed Licensed Microsoft Windows 11 Po 64
With installed Licensed Anti-virus (3 years subscription, must be
compatible with MARINA’s existing Anti-virus)

Operating Systems Supported : (Windows: XP SP 2 / Vista / Windows
7 / Wtndaws 8 / Windows 8.t / Windows tO / 2000 (Workstation) IAB
32-bit and 64-bit Editions] } (Linux: RHEL 4 and above /CentCIS 5.la
and above / SLES 10 SP3 and above / Debian 4.0 and above /

openSuSe 10.1 and above Fedora 5.0 and above /Ubuntu 6.06 and
above [All 32-bit and 64-bit EditionsD ( MacOS: OS X Snow Leopard
(10.6 or later} /OS X Lion (10.7 or later) / OS X Mountain Lion (tO.8 or
later) / OS X Mavericks (10.9 or later)/ OS X Yosemit (10.10 or later) /
OS X El Capitan (10.11 or later) / macOS Sierra (10.12 or later)/
macOS High Sierra (10.13 or later)

@ Dedicated engtnefor Ransomware detection and blocking.
Ransomware protection must have the following
checking process:
o Reserve check
o Behavioral check
o Resources check
o Signature check
o File check
Patented scanning and detection technology for
virus and malwares.
Protection for Windows at the WhlSock layer,
scanning thru WinSock Layer scan before it reaches
to the operating system.
Proactive, Heuristic, and Real-time Scanning
Engine (lite and matt)
Malicious Traffic Detection and Host Intrusion
Prevention System
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DQmaLnand IP Reputation Check
Non-Intrusive Learning Pattern

e

•

+ Cloud Security: Centralized definition updates thru
cloud

• SchedutedandOn-demandScanntng
• C;',',tiWb+e s.a-nlng Wbrity (high, medi'*m, a',d

low)
• Configurable to set background scanning
• Customizable actions on malware of infected file

(clean, quaranttne, and detete)
a AWk>bkx$cattachmentson Instant Messengers

Website that capable to upload and analyze
potential malware or virus
Mail Anti-Virus & Anti-Spam Protection

•

•

Matt Gateway Anti-Spam and Content Security•

+ Car>ab+e to aHowandb+ock URLorwebsibaccessba$edonda+abase
of pre-defined category or end-user customized category
Allow and block URL or website access based on scheduled time
Product should be able to allow customized web security policies in per
user and per group
Easy conflgwatk>n for bJock al sites with a++owed parboutar websites
only
Anti-phishing filter for websites based in intelligent heuristics
Product should have cloud intelligence capabilities for understanding
and btocktng mattctous URLs
Device and Applkntion Conbol
Privacy Protection and Maintenance

•

e

8

•

e
•

Unified Management Console•

•

email, phone, or online support) shaH be guaranteed within two (2) hours

Warranty: Three (3) years on parts and service (For the duration of the
• Certifications: VB 100 Virus Definition, AV Test, AV Comparatives

Asset Management and Patch Management

User Defined File and Folder Protection (Network Protection)
Rescue and Recovery Utilities

warranty period, the call-back response time (which may be through

+ Reporting

upon notiIication.
On-site support shall be provided for the delivered items deployed in the
Marina Central Office within the next business day from verbal or written
notification

Provision of Service Un-Rs: U nHs that cannot be repaired within five (5)

speeifieations.

•

•

•

daysshatt be tmmedtatetyreplaeed wttttaserviee unit of sim+tar or higher
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Below are the minimum specifications of the Seven Hundred Fifty (750)
Desktop to be procured:

Processor : Core i7 13700 (2.1 GHz, 16C 24 Threads
Memory: 16 GB DDR4 3200 UDIMM
Graphics: Integrated Graphics
Storage: One (t) 1 TB 2280 M.2 PCle4x4NVMe TLC SSD
Display Type: nrust be a 231” FHD, Anti-Glare, 250 Nits
Integrated Gigabit Ethernet
Integrated Intel AX211 Wi-FI 6E 160 MHz +Bluetooth 5.3 WW WLAN
Integrated Speaker
Ports (Front):

I headphone/mkfophoneeombo;
1 SuperSpeed USB Type-C<D ID(,bpssignaling rate;

•

e

• 3SuperSpeed USB Type-A 10Gbps signaling rate ;
Ports (Rear):

1 audio-out; 1 power connector;
1 Rl-45; 1 HDMI 1_4;
3 SuperSpeed USB Type-A 5Gbps signaling rate;

e

•

•

IDisptayPoTtTM t.4;@

+ 2 USBTypoA480Mbpss+gnaang rate
USB Keyboard Black
USB OPTICAL Mouse Black
Must be 1 80 W internal power supply, up to 90% efficiency, active PFC;
240 W internal power supply, up to 92% efficiency, active PFC
Security Features:

TPM 2.O Embedded Seeurity Chip•

• Can protect your PC with browser-based threat containment, Al-based
malware scanning, anti-phishing credential protection. No more than
5% of CPU utilization with application and services present and
protects against never-before-seen attacks.

• Can offer remote management tools that has an innovative way to
empower rernote administrator and local present administrator to
remotely manage PC bios settings to serve the user quiddy and
securely.

• Must have an ecosystern of protection to help defend the PC, including
automated protections, customizable safeguards, and easy
manageab-W that guards against PC attacks without interrupting
emptoW WducW.

• must have a BK)S4eve+ feature that protects data by permanently
destroying sensitive information from hard drives and solid-state drives,
ensuring the deleted information can never be recovered or
compromised .

Must have recovery capability in a separate partition
Must provide reawery CD/DVD (Operating System, Drivers, and ather
necessary recovery instaHers used)
Must have F1 1 key or equivalent access to System Recovery
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Components (CPU, Keyboard, Mouse, Monitor) should be of the same
brand
Format hard disk in the manner of 40% for the system disk and 6e>% data
disk
Wtth 650VA UPS
With installed Licensed MS O#lee Horne and Business Edition 2021
With installed Licensed Microsoft Windows 11 Po 64
With installed Licensed Anti-virus (3 years subscription, must be
cornpatible with MARINA’s existing Anti-virus)

Operating Systems Supported : (Windows: XP SP 2 / Vista / Windows
7 / Windows 8 / Windows 8.1 / Windows IO/2000 (Workstation} {Att
32-bit and 64-bit Editions] ) (LInux: RHEL 4 and above /CentCIS 5.10
and above / SLES 10 SP3 and above / Debian 4.0 and above /
openSuSe 10.1 and above Fedora 5.0 and above /Ubuntu 6.06 and
above IAIT 32-bit and 64-bit Ecfitionsl) ( MacOS: OS X Snow Leopard
(IO.6 or later) / OS X Lion (10.7 or later) / OS X Mountain Lion (to.aor
later) / OS X Mavericks (10.9 or ]ater)/ OS X Yosemit (lO.lO or later) /
OS X El Capitan (10.11 or later) / macOS Sierra (10.12 or +ater)/
macOS High Sierra (10.13 or later)

•

Dedicated engtne for Ransomware detection and blocking.
Ransomwneprdeetion must have the folk>wing
checking process:

Reserve check
Behavioral check
Resources check
Signature check
File check

0
0
0

0
0

Patented scanning and detection technology for
vtrus and matwares.
Protection for Windows at the Wh+Sock layer,
scanning thru WinSock Layer scan before it reaches
to the operating system.
Proactive, Heuristic, and Real-time Scanning
Engine (file and matt)
Malieious TraffIC Deteetion and Host Intrusion
Prevention System
Domain and IP Reputation Check•

Non-Intrusive Learning Pattern
Cloud Searrttr Centralized definition updates thru
ek>ud

•

Scheduled and On-demand Scanning
Configurable scanning priority (high, medium, and
low)
Configurabte to set background scanning
Customizab+e actions on malware of infected file
(clean, quarantine, and delete)
Ability to block attachments on lnstant Messengers

•

•

•

el

a

Website that capable to upload and analyze
patentiatmatware or virus
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e Incomingandoutgoingemailsscanningbrspamand phishingemails
with artificial intelligence and machine learning support.

B Scanning must covered standard and SSL maH ports.
• Support for the following filtering layers:

o Customizab+e word/phfase filtering
Q Mail Non-Intrusive L=arning Pattern
o Email Header and X-Spam Rules Checking
o SPF Checking
o SURBL & RBI (pre-defined and customizabte) checking

+ B+ocking of attachments based on type (pre<Ie#ned and customizable
with wildcard support)

+ Archival of Mail and Attachments with archived mail viewer,
• Product should be able to take actions on malicious emails based on

user defined actions
a Customizable alert notifications for various level of events in like of

virus outbreak and data theft.

+ Custornizable actIons for spam/phishing ernaHs.
• Able to tag spam mails in subject line with SPAM for considered spam

mails.
a Mail Gateway Anti-Spam and Content Security
• eapable to allow and block URL or website access based on database

of pre-defined category or en&user customized category
• Allow and block URL or website access based on scheduled time
• Product shoutd be able to allow customized web security policies in per

userand per group
• Easy configuration for block all sites with allowed particular websites

only
• Anti-phishing filter for websites based in intelligent heuristics
• Product should have ck>tld tntemgence capabilities for

and bloc;king malicious URLs
• Device and Application Control
+ Privacy Protection and Maintenance
• Rescue and Recovery Utilities
• User Defined FiFe and Folder Protection (Network Protection)
+ Unified AAanagernentConso+e
• Reporfrng
e Asset Management and Patch Management
a Certifications: VB 100 Virus Definition, AV Test, AV Comparatives
Warranty: Three (3-) years on parts and service (For the duration of the
warranty period, the ea+bback response time (which may be thfough
email, phone, or online support) shall be guaranteed within two (2} hours
upon notification .
Ona ite support shall be provided for the delivered items deployed in the
Marina Central Office within the next business day from verbal or written
notification
Pfovision of Serviee Units: Units that eannot be repaired within five (5)
days shall be immediately replaced with a service unit of similar or higher
specifications.

understanding
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Below are the minimum specifications of the Five (5) High-end Desktop
for Production (Video and Graphics Design) to be procured:

Processor : 13th Gen kIte+ Core i9 13900 vPro (E-cores up to 4.2D GHz P–
cores up to 5.20 GHz)
Memory: Two (2) t6 GB DDR5 4000MHzSODtMM
Graph+cs: NVIDIA RTX A2000 12GBGDDR6
Storage: One (1) 1 TB SSD M2 2280 PCIe Gen4 TLC Opal

One (1 ) 256 GB SSD M.2 2280 PCIe Gen4 TLC Opat
Display Type: must be a 23.8” FHD, Anti-Glare, 250 Nits

Integrated Ethernet
Single Speaker
Ports
5x USB 3_2 Gen 2
2x Thunderbolt 4
3x Display port t .2
1 x Ethernet (2.5GbE RJ-45)
txEthernet(GbE RJ45)
+x headphone/microphone eo+nba jack
Power Supply 230W
USB Keyboard Black
USB Mouse Black
Intel Wi-FI 6 AX201 2x2 AX & Bluetooth 5.1
FeaturuSetf-Heattng BIOS
Must have recovery eapab#ity in a separate partitbn
Must provIde recovery CD/DVD (Operating System, DHvers, and other
neeessary recovery insta11ers used)
Must have F1 1 key or equivalent access to System Recovery
Components (CPU, Keyboard, Mouse, Monitor) should be of the same
brand
Format hard disk hI the manner of 4D% for the systemdisk and 6e}% data
disk
WRh650VA UPS
With installed Licensed MS Office Home and Business Edition 2021
WIth installed Licensed Microsoft VWndows 1 1 Po 64
With tnstaHed Licensed Anti-virus (3 years subscrWon, must be
eompabb+e with MAR+NA’sexisting Antbvkus}
• Operating Systems Supported : (Window£XP SP 2/ Vista/ Windows

7 / Windows 8 / Windows 8.1 / Windows 10/2000 (Workstation) fAll
32-bRand 64-bit Editions] ) (Linux RHEL 4 and above 7 CentOS 5.10
and above / SLES tOSP3 and above / Debian 4.O and above I
openSuSe IQ. 1 and above Fedora 5.aandabove /Ubuntu 6.Q6 and
above [Att 32-bit and 64-bit Editions]) ( MacOS: OS X Snow Leopard
(10.6 or later) / OS X Lion (10.7 or later) / OS X Mountain Lion (IO.8 or
Tater) I OS X MaverIcks (IO.9 or later)/ OS X YosemK (IO. 10 or later) /
OS X E+ Cap+tan (+o. It or later} / macOS S+erFa(IO. 12 or Her)/
macOS High Sierra (10.13 or later)

+ Dedicated engine for Ransomware detecttan and blocking .
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e Ransornware protectIon must have the following
checking process:
Reserve check
Behavioral check
Resources check
Signature check
FEe check
Patented scanning and detection technology for
vtrus and malwares.
Protection for Windows at the WinSoek layer,
scanning thru WinSock Layer scan before it reaches
to the operating system.
Proactive, Heuristic, and Real-tlme Scanning
Engine (file and maR)
Malicious Traffic Detection and Host Intrllsion
Prevention System
Domain and IP Reputation Check
Non-Intrusive Learning Pattern
Cloud Seeutity: Centratized definition updates thru
cloud
Scheduled and On-demand Scanning
Configurable scanning priority (high, medium, and
low)
Configurabte toset baekground seanning
Customizable actions on malware of infected fIle
(clean , wiarantine, and delete)
Ability to block attachments on Instant Messengers
Website that capable to upload and analyze
potentiat malware or virus
Incomingandoutgoingemailsscanning for spamandphishingemails
with artificial intelligence and machine learning support.
Scanning must covered standard and SSL mail ports.
Support for the following fRtering layers:

o Custom?izab+e word/phrase filtering
a Mail Non-Intrusive I. earning Pattern
o Email Header and X-Spam Ru+es Checking
o SPF Checking
o SURBL & RBL (pre-defined and customtzabte} checking

e Bk>ckingofaR3chments based on type (predefined and customizable
with wildcard support)

+ Archival of Mail and Attachments with archived mail viewer.
• Product should be able to take actions on malicious emails based on

user defined actions
+ Customizable alert no$#cations for varIous level of events in like of

virus outbreak and data theft
a CustornizabIe actions for spaIn/phishing emails.
• Able to tag spam mails in subjectline with SPAM for considered spam

mails.

e Mail Gateway Ant+Spamand Content Secwity

0
0
0-

0
0
•

a

e

•

e
•

&

•

&

•

@

el

•

e

•

•
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• Capable to allow and block URL or website access based on database
of pre-defIned category or end-user customized category

• Allow and block URL or website access based on scheduled time

Product shou[d be able to allow customized web security policies rn per
user and pergKwp

Easy a>nflguration for black aU sites with allowed partiarbr websites
only

Anti-phishing filter for websites based in intelligent heuristics
• Product shoufd have cloud inteITfgence capab-FRies for understanding

and blocking male+ous URLs
• Device and Applicatian Control
• Privacy Protection and Maintenance
• Rescue and Recovery Utilities
• User Defined File and Folder Protection (Network Protection)
• UnifiedManagementConsole
+ Reporting
• Asset Management and Patch Management
• Certifications: VB 100 Virus Definition, AV Test, AV Comparative

Warranty: Three (3) years on parts and service (For the duration of the
warranty period, the catt-back response time (which may be through
email, phone, or online support) shall be guaranteed within two (2) hours
upon notification.
On-site support shall be provided for the delivered items deployed in the
Marina Central Office within the next business day from verbal or written
notificatIon

Provision of Service Units: Units that cannot be repaired within five (5)
days shall be immediately replaced with a service unit of similar or higher
specifications.

Below are the minimum specifications of the Sixty Two (62) Laptop to
be procured:

Processor : 13th Gen Intel Core i7 1355U (E-cores up to 3'70 GHz P-cores
up to 5.DO GHz)
Memofy: +6GBDDR4 3200MHz (8GB So+dered + 8 GB SOD+MM)
Graphics: Integrated intel his Xe Graphics
Storage: One (1) I TB SSD M.2 2242 PCIe Gen4 TLC Opal
14”WUXGA (1920 x 1200), IPS, Anti-Glare, NorhTouch, 45%NTSc, 300
nits 60Hz, Narrow Bezel
Ethernet port
720P HD RGB ealnera with microphone, w}th Privacy Shutter
Speaker: 2x 2W Stereo Speaker(Internal)
1x USB-C 3.2 Gen 2 (supports data transfer, Power Delivery 3.0 and
DisplayPort 1 .4)
1x Thunderbolt 4/USB 4 40Gbps (support data transfer, Power Delivery
3.0 and Display Port 1.4)
tx USB 3.2 Gen t (Always On)
1 x Fthernet (FtJ45)
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Ix HDMI 21, up to 4k/60Hz
1x headphone/microphone combo jack (3.5mm)
Backlit, Black Painting
Intel Wi-FI 6 AX201 2x2 AX & Bluetooth 5.1

With Fingerprint Reader
3 CeH Lb Polymer 47Wh
65W USB-C Law Cost 90% PCC 3pin AC Adapter
Feature: Self-Heating BIOS
Must have recovery capability in a separate partition
Must provide recovery CD/DVD (Operating System, Drivers, and other
necessary recovery installers used)
Must have FIt key or equivalent access to Systern Recovery
Formathard disk in the manner of 40% for the system disk and 60% data
disk
With installed Licensed MS Office Horne and Business Edition 2021
With installed Licensed Microsoft Windows 11 Po 64
With tnstatted Licensed Anti-virus (3 years subscrtpttan, must be
compatible with MARINA’s existing Anti-virus)

Operating Systems Supported : (Windows: XP SP 2/ Vista / Windows
7 / Wtndows 8 / Windows 8.1 / Windows IO / 2000 (Workstation) [All
32-bIt and 64-bit Editions] ) (Linux: RHEL 4 and above /CentOS 5.10
and above / SLES IQ SP3 and above / Debtan 4.O and above /
openSu'Se leI.land above Fedora 5.O and above /Ubuntu 6.06 and
above IAn 32-bit and 64-bit Editionsl) ( MacOS: OS X Snow Leopard
(10.6 or later) / OS X Lion (10.7 or later) / OS X Mountain Lion (1 O.8 or
later) / OS X Mavericks (10.9 or later)/ OS X YosemR (10. la or later) /
OS X E+ Cap+tan (1 O. 11 or later} / macOS Sierra (tO. 12 or Mr)/
macOS High Sierra (10.13 or later)
Dedicated engine for Ransomware detection and blocking.
Ransornware protection must have the following
checking process:
Reserve check
Behavioral check
Resources check
Sgnature check
F}}echeck

0
0
0
0
0

• Patented scanning and detection technology for
virus and malwares.
Protection for Windows at the WinSock layer,
scanning thru VWnSock Layer scan before it reaches
to the operating system.
Proactive, Heuristic, and Real-time Scanning
Engine (file and rnait)
Malicious Traffic Detection and Host Intrusion
Prevention System
DeFRain and IP Reputation Check
Non-Intrusive Learning Pattern
Cloud Security: Centralized definition updates thru
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cloud
• Scheduled and On-demand Scanning

+ Configurable scanning priority (high, medium, and
low)
Configurable to set background scanning
Customizab+e actions on malware of Infeeted fi+e

(clean, quarantine, and delete)
Ability to block attachments on Instant Messengers

•

al

•

• Website that capable to upload and analyze
potential matware orvtrus
Incoming and outgoing emails scaw® for spam and phishing ema#s
with artificial intelligence and machine learning support.
Scanning must covered standard and SSL mail ports.
Support for the following filtering layers:

o Customtzabte woRWvasettteMTg
o Mail Non-Intrusive Learning Pattern
o Email Header and X-Spam Rules Checking
o SPF Checking
o SURBL & RBL (pre-defined and customizabTe) checking

+ B+ocking of attachments based on type (pra<Jefined and customizable
with wildcard support)

+ Archival of Mail and Attachments with archived mail viewer.

•

+

•

• Product should be able to take actions on malicious emails based on
user defined actions

+ Custom+zab+ea+ert notifications fdr various +evelof events in hkeof
virus outbreak and data theft

+ Customizable actions for spam/phishing emails.
© Able to tag spam mails in subject line with SPAM for considered spam

maiLs.

+ MaR Gateway Anti-Spam and Content Secwtty
• Capable to allow and black URL or website access based on database

of pre<tefined category or end-user customized category
• Allow and black URL or website access based on scheduled time
• Product shou[d be able to allow customized web security policies in per

user and WWouP
• Easy configuration for block all sites with allowed particular websites

• Anti-phishIng filter for websites based in intelligent heuristics
only

• Product should have cloud intelligence capabilities for understandIng
and bknking male+aus URLs

• Device and Application Control
• Privacy Protection and Maintenance
• Rescue and Recovery Utilities
• User Defined me and Folder Protection (Nehwork Protection)
& Unified Management Console
•ReWtLng
• Asset Management and Patch Management
& Certiftcations: VB lao Virus Definition, AV Test, AV Comparatives
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Warranty: Three (3) years on parts and servkR except for batteries,
which are one (1) year. (For the duration of the warranty period, the call-
back response time (which may be through email, phone, or online
support) shall be guaranteed within two (2) hours upon notification.
On-site support shatt be provided for the delivered items deployed in the
Marina Cenkai O#iee within the next business day from verbal or written
notification
Provision of Service Units: Units that cannot be repaired within five (5)
days shall be immediately replaced with a service unit of similar or higher
specifications.

Below are the minimum specifications of the Three (3) Laptop for
Production (Video and Graphics Design) to be procured:

Processor : j3th Gen Intel Core i9 13950HX (Encores up to 4.00 GHz P-
cores up to 5.50 GHz)
MemoTy 32 GB DDR5 5600MHz (SODtMM) (2x16GB)
Graphics: Integrated +nie+ UHD Graphics
Storage: One (1) 1 TB SSD M2 2280 PCIe Gen4 ILC Opa]
16”WUXGA (1920 x 1200), tPS, Anti-Glare, Non-Touch, loa%RGB, 300
nits 60Hz, Low Blue Light
Ethernet port
I080P FHD RGB camera with microphone, with Prtvacy Shutter
Speaker: 2X 2W Stereo Speaker{ InterneD
1x USB-C 3,2 Gen 2 (supports data transfer and Power Delivery 3.0)
2x Thunderbott 4/USB 4 40Gbps (support data transfer, Power Delivery
3.0 and Display Part 1.4}
2x USB 3.2 Gen 1 (one Always On)
tx HDMt 2.1
1 x Card reader
1 x headphone/microphone combo jack (3.5mm)
Backlit, Numeric Keypad
Intel Wi-FI 6E AX21 1 2x2 AX & Bluetooth 5.1
With fingerprint Reader
3 Cett Li- Potymer 94Wh
470W SRm 30% PCC WI AC Adapter
Feature: Self-Healing Bios
Must have recovery eapability in a separate partition
Must provide recovery CD/DVD (Operating System, Drivers, and other
necessary recovery installers used)
Must haveFtl key arequtvatentaccessto SystemRecovery
Format hard disk in the manner of 40% kx the system disk and 60% data
disk
WIth instatled Licensed MS Office Home and Business Edition 2021
With installed Licensed Microsoft Windows 11 Po 64
VWth installed Licensed And-virus (3 years subscription, must be
compatible with MARINA’s extsttng Anti-virus)
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8 C>peratin9 Systems Supported : (Windows: XP SP 2 / Vista / Windows
7 / Windows 8 / Windows 8.1 / Windows 10 / 2000 (Workstation) [All
32-bit and 64-bit Editions} ) (Linux: RHEL 4 and above /CentOS 5.10
and above / SLES la SP3 and above / Debian 4.a and above / open
SuSe IO. I and above Fedora 5.O and above /Ubuntu6.06and above
[All 32-bit and 64-bit EditionsD ( MacOS: OS X Snow Leopard (10.6 or
later) / OS X non (10.7 or later) / OS X Mountain non (10.8 or later) /
OS X Mavericks (10.9 or later)/ OS XYosemR (10.10 or [ater) / OS X ET
Capitan ( IO.11 or later)/rnacOS Sierra(tO. 12 or+atefy rnac(>S High
Sierra (10.1:3 or later)
Dedieated engine for Ransomware detection and bloektng.©

e Ransomware protection must have the following
checking process:

Reserve check
Behavioral check

0
0

Resources check
Signature check
Ftteeheek

er

e

Patentedscanninganddetediantechnology for
virus and rnalwares.
Protection for Windows at the WinSock layer,
scanning thru VWnSock Layer scan before a reaches
to the operating system.
ProactivE Heuristic, and Real-time Scanning
Engine (file and mail)
Malicious Traffic Detection and Host Intrusion
Prevention System

•

@

•

•

•

•

+

•

e

+

e

JB

+

•

Domain and IP ReptHatk>n Check
Non-Intrusive L=arning Pattern
Cloud Security: Centralized definition updates thru
cloud
ScheduTed and On-demand Scanning
Configurable scanning priority (high, ntedium, and
low)
Configurable to setbackground scanning
Customizable actions on malware of infected file
(cTean, quarantine, and delete)
AbitiV to bMk attachments on Instant Messengers
Website that capable to upload and analyze
potential malware or virus
Incoming and outgoing emails scanning for spam and phishing emails
with artificiaT intelligence and machine learning support.
Seanning must covered standard and SSL ma# ports.
Support for the foUawing filtering layets:

Customizable word/phrase filtering
Mail Non-lntrusive Learning Pattern
Emait Header and X-Spam Rules Checking
SPF Che(king
SURBL & RBL (pre-defined and customizabte) checking

0
0
0
0
0
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