WEGIIRY  REPUBLIC OF THE PHILIPPINES
DEPARTMENT OF TRANSPORTATION

MARITIME INDUSTRY AUTHORITY

TECHNICAL SPECIFICATIONS

Description SYSTEM

—— -
|> Project PROCUREMENT OF THE ELECTRONIC TRAINING RECORD BOOK (e-TRB)
|

Approved The Approved Budget for the Contract is Ten Million Pesos Php_|
Budget for the | 10,000,000.00), inclusive of all applicable taxes, chargeable against the 2026 |

Contract Annual Plans and Budget (APB) of the STCW Office.
— —— — — — -‘

l. Scope of the System
Systemn Analysis and Design

1. Conduct requirements gathering with stakeholders (cadets,
shipboard officers, maritime institutions, regulators).

2. Prepare a System Requirements Specification (SRS) and System
Design Document (SDD).

3. Design a scalable system architecture compliant with government
ICT standards.

e-TRB’s main features
1. Digital Training Record Book: Enable cadets to record and

manage their training progress.
Specifications/

Deliverables 2. User Profiles: Individual accounts for cadets, shipboard training

(Egsfézg‘hgﬁégggjs officers (STO), onboard fraining supervisors (OTS), Masters, and

requirements) | administrators, each with varying access levels, usernames, and
passwords.

| 3. Mobile App: for cadets’ guidance and accomplishment of tasks,

| works even offline. Shipboard Training Officers (STOs) can approve
the accomplishment of tasks by signing on the mobile device even
offline.

4. Web App: for Onboard Training Supervisors (OTS), administrator,
| and others accessing the web App online.
|
5. Data Synchronization: Enable data syncing between online and
offline modes when the internet becomes available to ensure that all
updates are captured when the user connects to the internet.

6. Report Generation: Capability to generate progress reports and |
summaries for each cadet, aiding trainers in evaluating their
progress.
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a. System should be able to generate specific reports, forms and
correspondences. '

b. System should include standard reports for management.

c. System should allow users to create additional ad-hoc reports,
forms and correspondences.

d. System should be able to generate reports providing statistical
data on transactions entered in the system.

7. Notification: remind cadets, administrators and other authorized
users of upcoming training or tasks due, as well as completed tasks
for assessment.

8. Messaging/Support: the cadet and other authorized users could
communicate within the online App to discuss technical concerns
(System Admin) and/or support regarding task completion (OTS).

9. Uploading of task evidence (photos and videos): the cadet can
upload photo or video evidence of tasks performed onboard.

10. Backup and Recovery: Provide reliable backup and recovery
options to prevent data loss.

11. User Manual: The bidder shall provide a user manual, including
video information material.

12. Feedback/Help Desk and Frequently Asked Questions (FAQs):
all users can communicate through the web application interface for
feedback/helpdesk and FAQs

ll. User Requirements:

1.

Accessibility and Compatibility: The system shall be accessible across
multiple devices and platforms, including personal computers, tablets, and
smartphones, and shall support various operating systems such as iOS,
Android, and Windows. The system shall provide both online and offline
functionality to accommodate users in different connectivity
environments.

User-Friendly Interface: The system shall provide an intuitive and user-
friendly interface with clear and logical navigation, requiring minimal user
training.

Data Entry and Management: The system should allow users to
conveniently input, modify, and review training records, personal
information, and other relevant data.
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4. Data Synchronization: Changes made while operating in offline mode
shall automatically synchronize once the device reconnects to the
internet, ensuring data consistency and integrity.

5. Security: User data shall be protected through robust security measures,
including encryption, access controls, and secure authentication, to
ensure confidentiality, integrity, and safety.

6. Notifications and Alerts: The system shall include a notification
mechanism to send reminders to users for upcoming tasks, deadlines, or
required actions.

7. Report Generation: The system shall allow the Administration to
generate reports summarizing training progress and other key metrics.
Trainers and administrators shall have enhanced capabilities to generate
detailed reports for individual cadets or for all cadets in a given class or
training batch.

8. Support and Assistance: The system shall provide an easily accessible
help and support feature, including tutorials, FAQs, and contact
information for technical assistance.

9. Data Backup and Recovery: The system shall automatically perform
regular backups of user data. In the event of data loss, users shali be able
to easily restore their information.

lll. Content Requirements:

¢ The Electronic Training Record Book content requirements specify the type
of data and information the system will handle and display, which are as
| follows:

1. User Profiles: Information needed to establish and manage user
accounts, including usernames, passwords, contact information, roles
(cadet, STO, OTS, Master, C/E, administrator), and other relevant details.

2. Training Records: Data related to each cadet's training progress. This
includes the type of task, dates, completion status, and any related notes
or comments.

3. Regulatory Compliance Information: Any data needed to demonstrate
compliance with maritime training reguiations. This includes training,
certification requirements, and other relevant compliance information.

4. User-generated Content: Information that users may need to input or

upload into the system, such as narrative reports, feedback, or file
uploads related to training progress onboard.
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. Notifications: automated alerts, reminders, and notifications that the

. Reports and Summaries: Templates and structures for various reports

. Support and Help Content: Information and resources to help users

. Security and Privacy Policies: Clear statements outlining how user data

. System Messages: Content for various system messages that users

. Scalability/open architecture: The underlying architecture should

UL REPUBLIC OF THE PHILIPPINES
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system will send to users.

that the software can generate, such as individual training progress
reports, summaries, and compliance reports.

navigate and use the software effectively. This includes FAQs, guides,
tutorials, and contact information for technical support.

is stored, protected, and used within the software, complying with privacy
laws and regulations.

might encounter while using the software, such as error messages, login
confirmations, data sync status, and others.

Technical Requirements:

. Platform Compatibility: The sofiware must be compatible with various

operating systems (Windows, i0OS, Android) and devices (desktops,
laptops, tablets, smartphones) for broad accessibility.

. Data Storage: Adequate storage capabilities should be available to

handle alt user data, training records, and system data.

. User Access: Assurance that only registered accounts can access the

Electronic Training Record Book; Facial recognition for mobile app and
One Time Password for web app.

. Data Synchronization: The software should be equipped with |

technologies that support seamless data synchronization between online

and offtine modes.
|

. Security: Implementation of robust security protocols, including data

encryption, secure user authentication, and access controls, to protect
user data and system information.

support flexibility to extend or modify the software system easily to
accommodate future growth in the user base and additional
functionalities.

. Performance: The software should be optimized for fast loading times

and smooth performance, even with multiple users accessing the system
simultaneously.
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8. Integration: The software platform should be capable of integrating with |
other relevant systems if needed, such as email or other software.

9. Backup and Recovery: Implement a reliable backup and recovery
system to ensure data integrity and prevent data loss.

10.Maintenance and Updates: The technology used should allow for easy

maintenance and updates without significant downtime or disruption to
users.

11.Compliance: The software should be developed and operated in
compliance with applicable laws and standards, inciuding those related to
data privacy, security, and maritime education and training.

V. Accessibility and Connectivity:
1. The system can be accessed through the following:
| o Personal Computer: for Online connectivity using the Web App

o Mobile Device: (Tablet or Smart Phone) for Offline use (without
internet) or Online connectivity using the Mobile App, which includes
facial recognition, fingerprint, or unlocking code for unlocking the
Application and completing the task.

o Mobile App and mobile device: tasks performed by Cadets can be
updated/encoded in the system even without an internet connection.
When internet is detected, the mobile version of the software will sync
data automatically with the web App.

o Auto Synchronization of encoded data (including images) with the
Mobile App, timely processing of reports and monitoring by the
Administrator.

|
2. The system must have Multiple Users, depending on the administration
requirement, each account with an individual username and password.

o Cadets could either use a tablet (Mobile App) or a PC (Web App)
o Onboard Training Supervisors (OTS) and school administrator (Web |

App)
' o Master and Shipboard Training Officer (STO) (Web App)

o Maritime Administration (Web App)

| 3. Enroliment/ Registration
o Web enroliment of cadets and OTS after having their names registered
in the system by the Maritime Higher Education Institution
o Web enroliment of shipboard personnel (e.g., Master, Engineer)
authorized by the licensed maritime shipping agency
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4. Downloading / Uploading

o Revisions to software or content can be downloaded with ease to get
the latest changes about requirement.

o Documents, photos, or images can be uploaded to support the
accomplishment of tasks.

. Monitoring and verification, notification, announcement, and alerts
o To ensure that all planned schedules are performed, the following

information is communicated:

o Number of days on board.

Performance of tasks, including their recent status.
Percentage of tasks completed.
Task for review and approval by STO and OTS.
Number of Cadets who have completed the onboard
training.

o o0 0 o0

. Data Privacy Act of 2012 Compliant

o The Bidder are data custodians and are only responsible for
maintaining the data on the IT infrastructure in accordance with the
IRR of Republic Act 10173 (Data Privacy Act of 2012).

o The Bidder shall retain all data within the warranty period, and shall
turnover ali data to MARINA once the warranty/contract period
expires.

. Supports compliance with STCW revision.
o The Bidder shall do the necessary software enhancement and
updates in relation to STCW revisions to be provided by MARINA. |

. Reports/Statistics about administrator requirements could be
customized and generated accordingly.

. Printable Training Record Book necessary for other documentation |
needs of cadets.

Hardware Requirements

1. 3 x Server

e Multi-core server-class CPU, supporting hyperthreading and turbo
boost, with large cache memory.

e 2.5" rack-mountable server chassis, supporting multiple hot-plug
drives; RAID adapter included; no BOSS support.

e 2x16GB or1x 32 GB ECC DDR5 RAM.

¢ 3 xatleast 500gb 2.5" SAS 10K RPM hard drives, 12Gbps, hot-
pluggable; capacity scalable.

¢ Dedicated hardware RAID controller.

¢ Dual 1GbE onboard LAN ports.
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e Enterprise-grade out-of-band management module.

» Single hot-pluggable power supply, non-redundant; 500W (or similar). |
1U rack-mountable.

Sliding rails with cable management arm included.

3-year professional support with next-business-day response.

2. 1 x Network Attach Storage
e 4l Rackmount

o CPU Intel Xeon E-2378 8C 16T 2.6GHz, up to 4.8GHz
e 64-bit x86 System Memory 128 GB ECC DDR4 (4 x 32 GB)
*» Memory Slot 4 x ECC UDIMM DDR4
o Drive Bay 30 (24 x 3.5-inch SATA + 6 X 2.5-inch SATA)
e Hot-swappabie
¢ 2 x 2.5 Gigabit Ethernet Port (2.5G/1G/100M)
e 2 x 10GBASE-T (10G/5G/2.5G/1G/100M)
s 25 Gigabit Ethernet Port optional via a PCle adapter
e 3 PCle Slot (2x Gen4dx4, 1x Gen 4x8)
e 4 xType-AUSB 3.2 Gen 2 5V/1A 10Gbps
| e 2x800W PSU
¢ 16 x SATA 6Gb/s, 10000GB, 3.5", 7200RPM, 256 cache, No
Encryption, 512E/4KN
s 1 x Railkit

VIl. Security and Privacy Requirements

a. Application Security: The system shall be fully secured using industry-
standard, proven data encryption techniques, which shall be audited
annually and updated with the latest security patches to ensure robust
protection. User sessions and cookies shall be uniquely generated and
stored securely upon each login. URL access shall be tightly controlled,
presenting users only with system areas within their authorization scope,
while preventing unauthorized access attempts through URL guessing.
Internal URLs shall be unique and known only to administrators and
relevant personnel, with all communication between user devices and
system interfaces secured via SSL encryption to prevent data
interception. Configuration files and other sensitive system-level artifacts
shall be securely stored. The access control function shall enable system
administrators to suspend a user’'s access rights for a specified period or
indefinitely as needed.
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b. User Interface Security: The system shall ensure robust security at a!l1

VI,

levels. No system-level files or information shall be accessible through a
web browser, and direct execution of files shall be prohibited. Users may
be locked or unlocked by administrators as needed. All input in web forms
shall be validated, sanitized, and checked before processing, and in the
event of system failure or errors, sensitive information such as database
credentials shall never be displayed. Errors shall be logged, suppressed,
and accessible only to authorized administrators. The system shall
prevent, log, and report security threats including SQL/XML/code
injection, session hijacking/fixation, cross-site request forgery, cross-site
scripting, parameter tampering, directory traversal, denial-of-service
attacks, and shall enforce the same-origin policy. A flexible and secure
privilege and password management system shall be implemented,
inciuding host-based verification, password encryption, two-factor
authentication, and brute-force protection. Accounts shall be blocked after
three failed login attempts, with password recovery managed by
administrators through the administration panel or via a user-managed
email-based reset tool. Idle sessions shall automatically log out after 15
minutes, configurable by the IT administrator. Only alphanumeric
characters shall be allowed in username and password fields, and
administrators shall be notified by email of any new password change
requests.

Data Security: The system shall comply with R.A. 10173, otherwise
known as the “Data Privacy Act of 2012,” and with the Data Privacy Policy
approved by MARINA’s Data Privacy Officer, ensuring the privacy of all
individuals and applicants. A “Data Privacy Statement” shall be displayed
on the front-end system, and users shall be notified of it each time they
log in. Personally identifiable information shall not be exposed within or
outside the system without proper authorization. All attempts to breach
security shall be logged with relevant details, and audit logs shall be
retrievable for reporting. Both parties shall maintain the confidentiality of
any information obtained in connection with the Agreement, and this
obligation shall survive the termination or expiration of the Agreement.
Additionally, a semi-annual privacy impact assessment report shall be
submitted to ensure ongoing compliance.

. Network Security: The system shall ensure secure communication by

using Transport Layer Security (TLS) and implementing public-key
encryption as part of SSL protocols. The system shall be protected by
a cloud-based network security solution that includes DDoS protection
and shall utilize a licensed Secure Socket Layer (SSL) certificate.

Web Application Requirement

Shall ensure that the system should provide the Web Application
Requirements as stated below:
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« The application, which is a web-based solution, has to be hosted in a
centralized web-server.

¢ The application should be developed following Service Oriented
Architecture (SOA).

¢ Application should support the Model View Controller (MVC) framework.

e The application should be designed to operate efficiently across different
client environments, requiring minimal bandwidth for optimal
performance.

¢+ The web-based application must support all major browsers (Firefox,
Chrome, Opera, IE, Safari).

e The system should support seamless integration with future modules,
components, or applications.

e Any web interface of this application should be fully responsive

IX. Mobile Application Requirements

¢ The mobile application should be developed for both Andreid and i0S
platforms, capable of displaying system notifications, supporting user
registration with credential verification, and enabling user login. It should
provide registration options and a compact view of services for service
recipients, allow automatic synchronization of local app data with the|
central database based on infernet availability, and be properly registered
| for both iOS and Android versions.

X. Source Code

| The Bidder must turnover database and source code including code
documentation and other approved documents (i.e. complete source
code, database schema, SDD, DFD, administrative manual, user manual
etc.) shall be turned over to the Maritime Industry Authority after the
contract period.

Xl. System Audit

+ The Bidder shall ensure that the system shouid provide the System Audit
Requirements as stated below: |

¢ The system shall maintain an audit trail of any changes or updates made
in any information that is considered as vital and should maintain the audit
log with information such as:
- Log the users who are accessing the system
- Log the parts of the application that are being accessed
- Log the fields that are being modified
- Log the results of these modifications
- Log attempted breaches of access I
- Log attempted breaches of modification rights
- Timestamp
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1

o The Bidder shall ensure that an audit trail is kept for all transactions and
all audit transactions logged are kept on the trail file or trail database from
where the system can generate different audit reports as and when
required.

| Xll. Dashboard Requirements

» The Bidder shall ensure that the applications for all the modules shall have
a “dashboard” functionality that shall retrieve and display statistical
requirement. The dashboard shall be displayed on the MARINA server,
which shall be compatible with most web browsers and available to work
on any operating system.

e The dashboard shall be designed with a simple template and clear
representation of data and information, at the same time, the graphics
shall be simple to reduce the required time for processing.

e Information and data shall be presented in the form of charts and graphs
that displays statistics with the ability to choose different time scales
(today, yesterday, last week, last month, last year and date range).

e The dashboard shalil contain the administrator's access to all data that will |
be displayed in the monitor, with the ability to download all information and
graphs in supported file format.

e The foliowing set of functions shall be optionally available in the results
portion of the dashboard. The results of the report are either represented
in a separate browser window (the default behavior), or from within the
dashboard for result types of instruments.

- Print — this will send the report as displayed to the printer.
- Save —this will save the report in its presentation format to the file |
system.

| - Save As — this will allow the user to save the file to a fixed set of

alternate formats. One example would be PDF.

| - Email — this will email the report to another user.

- View info — this will launch a default browser page form for the |
selected item

- View file — this will launch the selected file (by query) from the
database for viewing.

o Refresh Rate — this property shall determine how often the dashboard shall
automatically refresh the data for the active dashboard panel. A selection !
from manual refresh, 5 second, 2 minutes, 5 minutes, 15 minutes and 30
minutes refresh rate is required.

s The following enumerates the list of dashboard panels:

- List of Reminders.
- Bar Graph of transactions received for the last 7 days.
- Pie Chart of Breakdown of transactions

—_— —
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I
Xlll. Disaster Recovery

» The Bidder shall provide a Disaster Recovery Program/Plan which
shall describe how MARINA shall deal with potential disasters. As
disaster strikes when least expected, precautions shall be
undertaken so that the effects of a disaster shall be minimized or
almost negligible or occur unnoticed. The Disaster Recovery Plan
shall be detailed enough for ail possible disasters such as power
outage, computer failure, natural calamities or human error, among
others. It shall contain the comprehensive procedures necessary to
resume business to its normal operation in the least possible time.
Moreover, the responsibilities of the people involved in the
operation shall be thoroughly defined.

XIV. User Acceptance Test (UAT)

o All types of users shall participate in testing the developed system|
application and shali submit detailed feedback and User Acceptance
Testing (UAT) reports. Based on the results of the UAT, the Bidder shall
implement the necessary enhancements, corrections, and refinements to
ensure that the system meets user requirements and is intuitive and user-
friendly.

+ The Bidder shall include in its Technical Proposal a comprehensive UAT
Plan, which shall include, but not be limited to, the following:

a. UAT activities to be performed {(planning, designing test cases,
selection of testing team, Executing test cases and

I documenting, Bug fixing, sign-off, etc.)

Types of user roles and test items distribution

Resource requirement

Activity wise time requirement

Activity wise test case, test results/ deliverables

Detail user feedback / test reports

System update plan

@*®000C

XV. Reports and Forms

« The Bidder shall ensure that the system is capable of the following:

e Generate specific reports and forms.
include standard reports for management. |
e allow users to create additional ad-hoc reports, forms and |
correspondences.
s exportreports, forms and correspondences to various file types
i.e., MS Word, Excel, Text, PDF, HTML
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Dcllvlel'y Terms
letermuined by the
End-User)

ayment Terms

nfterms 15-30
)]

The system shall be completed within one hundred eighty (180) calendar

days upon receipt of the Notice to Proceed.

Payment shall be a One-Time payment basis after 100% completion of the
project, subject to the following conditions:

a. Submission of billing statement, inspection report forms and other
documentary requirements are completed;

b. Payment shall be within thirty (30) calendar days upon receipt of the
billing invoice/Statement of Account;

c. Payment shall be made through the List of Due and Demandable
Accounts Payable with Advice to Debit Account (LDDAP-ADA): and

d. Shall provide the bank Account wherein payment will be credited,
preferably to the Landbank of the Philippines account; otherwise, bank
charges shall be borne by the lessor.

ote: Prospective suppliers must comply with all of the above requirements to become eligible with the said

ement project.
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